
 

Privacy Policy 
Privacy and Data Protec�on Statement 

This privacy no�ce (Privacy Statement) applies to Personal Informa�on or Data held by Unicoin 
Digital Capital Exchange (“UDCX”) or/and our partners or the organiza�on responsible for personal 
informa�on under our control, as described below. It explains what informa�on we collect about 
you, how we’ll use that informa�on, who we’ll share it with, the circumstances when we’ll share it 
and what steps we’ll take to make sure it stays private and secure. It con�nues to apply even if your 
use of our services comes to an end. 

  

The informa�on we collect from you (as described below) is required to provide you with access to 
our services and to enable us to fulfil our legal and regulatory compliances. Failure to provide your 
informa�on, (or if all personal data submited to us is not complete, accurate, true and correct) may 
mean it is not possible to provide you with access to certain products or services which you or the 
en�ty you are ac�ng on behalf of have requested. 

  

By accessing and using our website and the associated applica�on program used in various devices 
such as desktop, laptop and mobile you indicate acceptance to the terms of this Privacy Policy. 

  
Collec�on of Informa�on. 

UDCX can collect, process and store Personal Data collected through various sources such as 
website, so�ware, mobile applica�on and other applicable technologies in process of using our 
services from you will be regarded as given consent. We’ll only collect your informa�on in line with 
relevant regula�ons and laws of the land. The informa�on we collect may include: 

1. Personal Iden�fica�on Informa�on: Full name, date of birth, na�onality, gender, signature, u�lity 
bills, photographs, phone number, home address, and/or email. 

2. Formal Iden�fica�on Informa�on: Government issued iden�ty document such as Passport, 
Driver's License, Na�onal Iden�ty Card, Visa informa�on, and/or any other informa�on deemed 
necessary to comply with our legal obliga�ons under financial or an�-money laundering laws. 

3. Ins�tu�onal Informa�on: Employer Iden�fica�on number (or comparable number issued by a 
government), proof of legal forma�on (e.g. Ar�cles of Incorpora�on), personal iden�fica�on 
informa�on for all material beneficial owners. 
4. Financial Informa�on: Bank account informa�on, payment card primary account number (PAN), 
transac�on history, trading data, and/or tax iden�fica�on. 
5. Employment Informa�on: Office loca�on, job �tle, and/or descrip�on of role. 
6. other informa�on about you that you give us by filling in forms, surveys, or by communica�ng 
with us, whether face-to-face, by phone, email, online, or otherwise. 
7. cookies and similar technologies we use to recognize you, remember your preferences and tailor 
the content we provide to you. 



 

8. inves�ga�ons data, e.g. due diligence checks, sanc�ons and an�-money laundering checks, 
external intelligence reports, content and metadata related to relevant exchanges of informa�on 
between and among individuals, organiza�ons, including emails, voicemail, live chat; 

9. records of correspondence and other communica�ons between us, including email, telephone 
conversa�ons, live chat, instant messages and social media communica�ons; 

10. informa�on that we need to support our regulatory obliga�ons, e.g. informa�on about 
transac�on details, purpose of payment, ordering customer informa�on, counterparty/beneficiary 
informa�on, iden�fica�on documents, detec�on of any suspicious and unusual ac�vity and 
informa�on about par�es connected to you or these ac�vi�es. 

11. informa�on from third party providers, e.g. client user informa�on collected through 3rd party 
applica�on service providers that we have a mutual rela�onship with and you have separately 
agreed with can share informa�on with. 

  
How we’ll use your informa�on: 

Our primary purpose in collec�ng personal informa�on is to provide you a secure, smooth, efficient, 
and customized experience based on your individual usage habits, improve our marke�ng and 
promo�onal efforts, analyze site usage and disclose aggregated sta�s�cs, improve our content and 
service offerings, aid in our mone�za�on efforts and customize our Pla�orm’s content, layout and 
services. We’ll only use your informa�on where we have your consent or we have another lawful 
reason for using it. We may use the informa�on in the following ways: 

1. Legal and Regulatory compliance: The services provided by UDCX are subjects to legal and 
regulatory compliances which require us to collect, use, and store your personal informa�on. This 
may include using it to help, detect or prevent crime (including terrorism financing, money 
laundering and other financial crimes). We’ll only do this on the basis that it’s needed to comply 
with a legal obliga�on or it’s in our legi�mate interests and that of others. 

2. Enforcement of terms of UDCX: UDCX is handling sensi�ve informa�on of the customer and 
therefore it is highly necessary to monitor, inves�gate, prevent and mi�gate any poten�ally 
prohibited or illegal ac�vi�es with third par�es and/or prevent and detect viola�ons of any of our 
terms and condi�ons for other Services. In addi�on, we may need to collect fees based on your use 
of our Services. We collect informa�on about your account usage and closely monitor your 
interac�ons with our Services. We may use any of your personal informa�on collected for these 
purposes. The consequences of not processing your personal informa�on for such purposes is the 
termina�on of your account. 

3. To prevent fraudulent ac�vi�es: We will use your personal informa�on to detect, prevent and 
mi�gate fraud and abuse of our services and to protect you against account compromise or funds 
loss. 



 

4. We process your personal informa�on when you contact us to resolve any ques�ons, disputes, 
collect fees or to troubleshoot problems. We also process it for quality control and staff training to 
make sure we con�nue to provide you with accurate informa�on. 

5. To provide UDCX Services: We process your personal informa�on to provide you our Services. 
Third par�es such as iden�ty verifica�on service providers may also access and/or collect your 
personal informa�on when providing iden�ty verifica�on and/or fraud preven�on services. As a 
part of our Services, we send administra�ve or account-related informa�on to you to keep you 
updated about our Services, inform you of relevant security issues or updates, or provide other 
transac�on-related informa�on. Without such communica�ons, you may not be aware of 
important developments rela�ng to your account that may affect how you can use our Services. 

6. We process your informa�on to enhance security, monitor and verify iden�ty or service access, 
combat spam or other malware or security risks and to comply with applicable security laws and 
regula�ons. 

7. We process your personal informa�on to beter understand the way you use and interact with 
our Services. In addi�on, we use such informa�on to customize, measure and improve our Services 
and the content and layout of our website and applica�ons and to develop new services. 

8. Based on your usage of our Services, we may send you marke�ng communica�ons via, sms, 
emails etc… to inform you about our events or our partner events, to deliver targeted marke�ng 
and to provide you with promo�onal offers. Our marke�ng will be conducted in accordance with 
your adver�sing marke�ng preferences and as permited by applicable law. 

9. We may share your informa�on with third party partners or third par�es hired by us to perform 
func�ons and provide services to us subject to confiden�ality obliga�ons consistent with this 
Privacy Policy and on the condi�on that the third par�es use your informa�on only on our behalf 
and pursuant to our instruc�ons. 

10. We may disclose any informa�on in response to a legal request such as a subpoena, court order, 
or government demand, to inves�gate or report illegal ac�vity, or to enforce our rights or defend 
claims. We may also transfer your informa�on to another company in connec�on with a partnership 
or a corporate restructuring, such as a sale or merger. 

11. For any purpose that you provide your consent: We will not use your personal informa�on for 
purposes other than those purposes we have disclosed to you, without your permission. From �me 
to �me, and as required under the applicable law, we may request your permission to allow us to 
share your personal informa�on with third par�es. In such instances, you may opt out of having 
your personal informa�on shared with third par�es, or allowing us to use your personal informa�on 
for any purpose that is incompa�ble with the purposes for which we originally collected it or 
subsequently obtained your authoriza�on. If you choose to limit the use of your personal 
informa�on, certain features or Services of UDCX may not be available to you. 
  
 
 



 

Sharing of Informa�on with Third Par�es: 

Your personal informa�on’s are accessed only by those par�es who require access to perform their 
tasks and du�es and to share only with third par�es who have a legi�mate purpose for accessing it. 
We will never sell or rent your personal informa�on to third par�es without your explicit consent. 
We will only share your informa�on in the following circumstances: 

a). With third party iden�ty verifica�on service providers for preven�ng any fraudulent ac�vi�es. 
There services are used by UDCX to confirm your iden�ty by comparing the informa�on you provide 
us to public records and other third party databases. These service providers may create deriva�ve 
data based on your personal informa�on that can be used in connec�on with the provision of 
iden�ty verifica�on and fraud preven�on services. 

b). With financial ins�tu�ons with which we partner to process payments you have authorized. 

c). With service providers under contract who help with parts of our business opera�ons. Our 
contracts require these service providers to only use your informa�on in connec�on with the 
services they perform for us, and prohibit them from selling your informa�on to anyone else. 

d). With companies or other en��es that we plan to merge with or be acquired by. You will receive 
prior no�ce of any change in applicable policies. 
e). With our professional advisors who provide banking, legal, compliance, insurance, accoun�ng, 
or other consul�ng services. 
f). With law enforcement, officials, or other third par�es when we are compelled to do so by a 
subpoena, court order, or similar legal procedures. 
g). We share personal informa�on about you with our Affiliates as a normal part of conduc�ng 
business and offering Services to you. 
  
Children’s Privacy: 

UDCX does not allow persons under 18 to register for any service and we do not knowingly collect 
any personally iden�fiable informa�on from persons under the age of 18. If you are aware of 
someone under the age of 18 using our Pla�orm, please contact us immediately. 

  
Third Party Websites: 

Our Pla�orm may contain links to other websites that we believe may be of interest or use to you. 
These third-party websites are not screened for privacy or security issues by UDCX. Please note that 
our Privacy Policy and informa�on collec�on, use and sharing procedures do not apply to other 
websites and we take no responsibility for and incur no liability for other websites’ collec�on, use 
or sharing of informa�on. The Customers are advised to use their discre�on while clicking on any 
such links. 

  
Storage And Security Of Personal Informa�on: 
We understand the secrecy of your personal informa�on and therefore UDCX maintains 
appropriate physical, technical and administra�ve safeguards to protect the security and 
confiden�ality of the personal informa�on you entrust to us. 



 

We may store and process all or part of your personal and transac�onal informa�on, including 
certain payment informa�on, where our facili�es or our service providers are located. We protect 
your personal informa�on by maintaining physical, electronic and procedural safeguards in 
compliance with the applicable laws and regula�ons. 

However, we cannot guarantee that loss, misuse, unauthorized acquisi�on, or altera�on of your 
data will not occur. Please recognize that you play a vital role in protec�ng your own personal 
informa�on. When registering with our Services, it is important to choose a password of sufficient 
length and complexity, to not reveal this password to any third-par�es and to immediately no�fy 
us if you become aware of any unauthorized access to or use of your account. Whenever the 
Customer changes or accesses the Customer’s account informa�on, we offer the use of a secure 
server. Once the Personal Data is in our possession we adhere to strict security guidelines, 
protec�ng it against unauthorized access. 

Furthermore, we cannot ensure or warrant the security or confiden�ality of informa�on you 
transmit to us or receive from us by Internet or wireless connec�on, including email, phone, or SMS, 
since we have no way of protec�ng that informa�on once it leaves and un�l it reaches us. 

  
Reten�on Of Personal Informa�on: 

We keep your informa�on in accordance with our data reten�on policy. This enables us to comply 
with legal and regulatory requirements or use it where we need to for our legi�mate purposes such 
as managing your account and dealing with any disputes or concerns that may arise. We may need 
to retain your informa�on for a longer period where we need the informa�on to comply with 
regulatory or legal requirements or where we may need it for our legi�mate purposes e.g. to help 
us respond to queries or complaints, figh�ng fraud and financial crime, responding to requests from 
regulators, etc. If we don’t need to retain informa�on for this period of �me, we may destroy, delete 
or anonymise it more promptly. 
  
Interna�onal Transfers of Personal Data: 

We may transfer, store and process your personal informa�on within our Affiliates, third-party 
partners and service providers which may possibly in other countries. When we do this, we’ll ensure 
it has an appropriate level of protec�on and that the transfer is lawful. We may need to transfer 
your informa�on in this way to carry out our contract with you, to fulfil a legal obliga�on, to protect 
the public interest and/or for our legi�mate interests. In some countries/territories the law might 
compel us to share certain informa�on, e.g. with tax authori�es. Even in these cases, we’ll only 
share your informa�on with people who have the right to see it. By communica�ng electronically 
with UDCX, you acknowledge and agree to your personal informa�on being processed in this way. 

  
 
 
 
 



 

Cookie Policy: 

A “cookie” is a small piece of informa�on stored by a web server on a web browser so it can be later 
read back from that browser. As you open our website or use any of our so�ware and technology 
some data will be saved in your browser and devices. which is known as cookies. Such data saved 
on your browser and devices help us to iden�fy our user, collect informa�on about you which 
ul�mately help us to enhance our product and services to beter its quality and ensure the security 
of our product and services are not compromised. At the same �me, we also ensure that such 
collec�on of personal informa�on through cookie are in compliance with local act and regula�ons. 
You can always opt out of cookie with the help of se�ng in your browser and devices, however, in 
doing so some of the services and func�ons may get affected. 

  
Promo�onal Material: 

We may use your personal data and informa�on in order to communicate any of our promo�onal 
material which may be in various forms such as news, blog, market commentary, various 
publica�on, promo�onal offers, informa�on related to marke�ng and promo�on of our product 
and services. Such ac�vi�es can be conducted by the company and/or its affiliates and in order to 
facilitate such ac�vi�es, we may have to share your personal informa�on with the affiliates as well. 
Therefore, as you accept this privacy policy you agree to receive any promo�onal or marke�ng 
communica�on. The client can always avoid such materials by clicking unsubscribe if the materials 
are sent through email or in other cases can request to the company. However, in the case of 
communica�on related to product/services that you are using, the informa�on dissemina�on 
would be mandatory and the client cannot choose to evade such informa�on. 

  
Your Privacy Rights: 
Subject to applicable law, you have following rights. 
a). The right to access informa�on we hold about you and to obtain informa�on about how we 
process it. 
b). Right to rec�fy your Data if it is inaccurate or incomplete. 
c). Right to delete your data in certain circumstances, where it is no longer necessary for us to 
process your Personal Informa�on to fulfill our processing purposes, or where you have exercised 
your right to object to the processing. 

d). Right to restrict the processing of your Personal Informa�on where, the informa�on is inaccurate 
or it is no longer necessary for us to process such informa�on or where you have exercised your 
right to object to our processing. 

e). Right to withdraw your consent for processing your data. Exercising this right does not affect the 
lawfulness of the processing based on the consent given before the withdrawal of the later; 

f). You have the right to define instruc�ons rela�ng to the reten�on, dele�on and communica�on 
of your Data a�er your death. 
g). Right to lodge complaint to the relevant data protec�on authority. 
  
Consent: 



 

By using and/or visi�ng the Pla�orm, using our Services and/or by providing the Customer’s 
Personal Data, the Customers consent to the collec�on and use of the informa�on they disclose on 
the Pla�orm in accordance with this Privacy Policy, including but not limited to their consent for 
sharing their informa�on as per this privacy policy. 

  
Contact Us: 
If you have any ques�ons about this Privacy Policy, please contact us by sending an email to 
info@unicoindcx.com with the subject “Privacy Policy Request”. 
  
Updates: 

Any update regarding the Privacy Policy in the future will be communicated by email or publishing 
in the website or the pla�orms used by the customer. The Website Policies and Terms & Condi�ons 
including this Privacy Policy may be changed or updated occasionally to meet the requirements and 
standards. Therefore, the Customers are encouraged to refer the website or no�fica�ons in order 
to be updated about the changes. 

 
 


